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1	Decision/action requested
This contribution discusses the security issue related to the Kiab handling in IAB node migration
2	References
[1]	TS 33.501
[2]	TS 38.401
3	Rationale
3.1 Inter-donor migration for IAB nodes
To extend the coverage of base station, IAB was introduced and specified in R16 and R17. The NG-RAN supports IAB by the IAB-node wirelessly connecting to the gNB capable of serving the IAB-nodes, named IAB-donor. The IAB-node provides wireless backhaul to the downstream IAB-nodes and UEs via the network functionalities of the NR Uu interface. The F1 interface connects the IAB-node to the IAB-donor-CU. 
In R17, Partial Migration in inter-donor migration is specified in TS 38.401[2]. As shown in the figure below, the migrating IAB-node’s IAB-MT is migrated to the target IAB-donor-CU (blue line), while the IAB-DU and descendant IAB node(s) (if any) are terminated to the source IAB-donor-CU (red line). 
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Fig.1 Partial Migration in inter-donor migration
Two use cases are applicable including:
· Inter-CU topology adaptation for IAB-node as specified in clause 8.17.3 of TS 38.401[2]. The basic idea of the procedure is summarised as “The IAB-MT switches connection, i.e., migrates its RRC connection from an old parent node to a new parent node, where the old and the new parent nodes are served by different IAB-donor-CUs. Without loss of generality, the old parent node can be referred to as source parent node, and the new parent node can be referred to as target parent node.”
· IAB Inter-CU Backhaul RLF recovery for IAB-nodes as specified in clause 8.17.4 of TS 38.401[2]. The basic idea of the procedure is summarised as “The inter-CU backhaul RLF recovery procedure for IAB-nodes in SA mode enables recovery of an IAB-node to another parent node underneath a different IAB-donor-CU, when the IAB-MT of the IAB-node declares a backhaul RLF.”
During the migration, the target IAB-donor-CU may further reconfigure the new IP addresses of the migrating IAB-node via RRC. The F1-C and F1-U connection between the migrating IAB-node and the source IAB-donor-CU may be switched to the target path using the new IP address information of the migrating IAB-node. In other words, the new IP address of the migrating IAB-node DU will be taken into use for the F1-C and F1-U connections.
Observation 1: The new IP address of the migrating IAB-node DU will be taken into use during the migration for the F1 connections between the migrating IAB-node DU and source IAB-donor-CU.
3.2 Security issue
3.2.1 Issue if using old psk
If only one IP address is used in source IAB-donor CU side and migrating IAB-node DU side, the old KIAB can be reused for the IKEv2 PSK authentication in the F1 connections. The issue can be addressed by implementation. 
However, if there are multiple IP addresses, it is not sufficient for source IAB-donor CU and IAB-node to determine which KIAB to be taken into use for authentication. The old psk (KIAB) mismatch between the migrating IAB-node DU and source IAB-donor-CU will lead to failure for the IKEv2 PSK authentication.
Observation 2: If the migrating IAB-node DU is allocated with multiple IP addresses, the psk (KIAB) in the migrating IAB-node DU and source IAB-donor-CU may mismatch, which leads to failure for the IKEv2 PSK authentication.
3.2.2 Issue if using new psk
During the migration, the migrating IAB-node’s IAB-MT is switched to the target IAB-donor-CU. The migrating IAB-node’s IAB-MT will derive new KgNB with target IAB-donor-CU. If the IAB-node derives new KIAB with new KgNB and the new IAB-node DU IP address. However, the source IAB-donor-CU only stores the old KgNB. The new KIAB from IAB-node and source IAB-donor-CU will mismatch, which results to the failure during IKEv2 PSK authentication.
Table 1 Parameters availability in the entity
	Parameters
	KgNB
	Source IAB-donor-CU IP address
	Target IAB-donor-CU IP address
	IAB-node DU IP address

	IAB-node
	Y, New
	Y
	Y
	Y

	Source IAB-donor
	Y, Old
	Y
	N
	Y

	Target IAB-donor
	Y, New
	N
	Y
	Y

	Note:
	Y means the parameter is available in the entity. N means the parameter is unavailable in the entity.



Observation 3: The KgNB in IAB-node and Source IAB-donor are different after the migration, which results to the new psk (KIAB) mismatch between the migrating IAB-node DU and source IAB-donor-CU. The IKEv2 PSK authentication for the F1 connections will fail.
3.3 Proposed solution
3.3.1 Solution using old psk
To solve the issue as described in clause 3.2.1, the migrating IAB-node and Source IAB-donor need to share the same mapping relationship between old IP address set and new IP address set of the migrating IAB-node. Based on this, which KIAB to be taken into use will be determined. For example, psk1 is bound to ip1 (old). After the migration, ip1 (old) is updated as ip2 (new). When the F1 connections is established with ip2, the psk1 will be used. 
To achieve this, Source IAB-donor provides the old IP address set of the migrating IAB-node to the target IAB-donor. A mapping relationship between old IP address set and new IP address set will be generated. Afterwards, it will be provided to the migrating IAB-node and Source IAB-donor, respectively.
3.3.2 Solution using new psk
As KgNB is the root key for the air interface protection, the new KgNB shall not be leaked from target IAB-donor to source IAB-donor. Considering the target IAB-donor having the new KgNB, It’s proposed that target IAB-donor-CU derives the new KIAB for source IAB-donor-CU, which will be beneficial for source IAB-donor-CU in the IKEv2 PSK authentication.
Considering target IAB-donor CU will provide configuration (e.g. new IP address) in F1 interface and target IAB-donor DU will reroute the traffic between IAB-DU and source IAB-donor. The target IAB-donor can be treated as trusted.
To achieve this, the source IAB-donor-CU will provide its own IP address to acquire the new KIAB. The target IAB-donor-CU will derive the new KIAB using new KgNB and IP address of the source IAB-donor-CU as well as IAB-node DU. After source IAB-donor-CU received the new KIAB, the IKEv2 PSK authentication for the F1-C and F1-U connections will be performed with the new KIAB.
Proposal 1: It’s proposed to solve the issue based on solution using old psk or new psk.
Proposal 2: It’s recommended that the new psk based solution is used as baseline, as fresh psk is generated as credential for PSK authentication.
Proposal 3: It’s proposed that SA3 approved the CR in S3-22xxxx and the LS to RAN3 in S3-22xxxx.
4	Detailed proposal
Observation 1: The new IP address of the migrating IAB-node DU will be taken into use during the migration for the F1 connections between the migrating IAB-node DU and source IAB-donor-CU.
Observation 2: If the migrating IAB-node DU is allocated with multiple IP addresses, the psk (KIAB) in the migrating IAB-node DU and source IAB-donor-CU may mismatch, which leads to failure for the IKEv2 PSK authentication.
Observation 3: The KgNB in IAB-node and Source IAB-donor are different after the migration, which results to the new psk (KIAB) mismatch between the migrating IAB-node DU and source IAB-donor-CU. The IKEv2 PSK authentication for the F1 connections will fail.
Proposal 1: It’s proposed to solve the issue based on solution using old psk or new psk.
Proposal 2: It’s recommended that the new psk based solution is used as baseline, as fresh psk is generated as credential for PSK authentication.
Proposal 3: It’s proposed that SA3 approved the CR in S3-22xxxx and the LS to RAN3 in S3-22xxxx.
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